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• Cyber threat overview

• Grant objectives
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Mission Objectives

Identify / Prevent / Protect
• Cybersecurity toolkit

• Training and exercises

• Outreach to customer base

• Community of practice 

• Vulnerability scanning

Respond / Recover
• Incident response and digital forensics

• Remediation assistance
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Threat Overview

• Ransomware attacks are on the rise: 

▪ Most common type of cyberattack for city/county governments

• Phishing tactics (e-mail based) are the most common methods for 

successful cyberattacks

• Attempted, even successful attacks, often go unnoticed

• Most jurisdictions have limited cyber security policies and response 

plans

▪ Funding levels are often not adequate as threats continually 

evolve in frequency and sophistication
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Objectives

• To provide local jurisdictions with the resources and equipment 

necessary to prevent disruption of the confidentiality, integrity, and 

availability of their information systems

• To assess cyber risks, identify vulnerabilities and determine 

capability gaps with the focus of allocating resources to address the 

most critical needs

▪ Risk assessment tools are embedded in the grant application 

process

▪ Proposed projects should address identified risks
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• To ensure that local jurisdictions are equipped with the knowledge and 

resources necessary for providing cyber security awareness training to 

their staff in support of good cyber hygiene at the user level

• To develop actionable Cyber Security Plans that focus on response and 

immediate remediation to a cyberattack

▪ Cyber security exercises

o Provides opportunities to implement and evaluate the 

effectiveness of existing cyber security response plans

o Outcomes can identify vulnerabilities; where to focus 

enhancement/investment 

Objectives (cont.)
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• Encourage the participation in established cyber security support 

networks and utilization of the vast amount of resources available to 

local governments

Objectives (cont.)
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Allowable Costs
• Planning

o Costs associated with the development of plans to include the 

hiring of consultants to identify potential vulnerabilities and develop 

risk mitigation plans 

• Equipment: 

o Hardware updates that will provide protection against cyber threats

o Software packages including firewalls, anti-virus/malware protection

o Intrusion detection systems
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Allowable Costs (cont.)

• Training: costs associated with development and delivery of cyber 

awareness training programs

• Exercises: costs associated with the development, execution and 

evaluation of cyber security exercises
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Unallowable Costs

• Organizational costs

o Hiring of full/part-time staff

• Management and Administration Costs (M&A)

o OT/backfill costs, facility rent/lease, office supplies, etc. 

• Construction costs
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Cyber Security Grant Changes

• Primary changes for the FY 2019

• New self assessment based on the CIS Critical Security Controls

• New requirement to complete the Nationwide Cyber Security 

Review NCSR, if you are awarded funding. 
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FY 2017-18 Self Assessment



November 6, 2019 17

Organizations that apply just the first 5 CIS Controls can reduce their risk of 

cyberattack by around 85 percent. Implementing all 20 CIS Controls 

increases the risk reduction to around 94 percent. — CIS.org

CIS Top 20 

Security Controls

FY 2019 Self Assessment
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FY 2019 Self Assessment



November 6, 2019 19



November 6, 2019 20

Nationwide Cyber Security Review (NCSR)
General Overview

• NEW Requirement for all FY2019 SHSP and UASI Recipients and 

Sub-Recipients
• Outlined in Information Bulletin (IB) No. 439, issued April 12, 2019

• Condition to receive funding 

• No cost, anonymous annual self-assessment designed to 

measure gaps and capabilities of governments’ cyber security 

programs

• Enables entities to benchmark and measure progress of improving 

cyber security posture

• Hosted by Multi-State Information Sharing and Analysis Center 

(MS-ISAC) – Provide Technical Assistance
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Nationwide Cyber Security Review (NCSR)

Important Tips and Reminders

• CIO/CISO or most senior Cyber Staff should complete the NCSR

• Must be completed by December 31, 2019

• Guidance was E-Mailed via DHSES Grant Info on 9/19/19

• Informational Webinar held on 9/20/19; Next Webinar will be 

11/1/19

• All Webinars will be posted on the MS-ISAC website

• For more info: https://www.cisecurity.org/ms-

isac/services/ncsr/

https://www.cisecurity.org/ms-isac/services/ncsr/
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Contact Information
• Contact Critical Infrastructure Protection (CIP)

▪ To request service, please email us at: CIP.OCT@dhses.ny.gov

▪ If you have questions please call:

▪ Kurt Osterman: 212-849-4469

• Contact DHSES Cyber Incident Response Team (CIRT)
▪ To report a cyber incident please call: 1 (844) OCT-CIRT | 1 (844) 628-2478

▪ To request DHSES CIRT cyber support please email: CIRT@dhses.ny.gov

▪ http://www.dhses.ny.gov/oct/cirt

• Contact DHSES Grants Program Administration (GPA)
▪ Grants hot line: 1-866-837-9133

▪ E-Mail:  Grant.Info@dhses.ny.gov

▪ Website:  http://www.dhses.ny.gov/grants/

Questions?

mailto:CIRT@dhses.ny.gov
http://www.dhses.ny.gov/oct/cirt
mailto:Grant.Info@dhses.ny.gov
http://www.dhses.ny.gov/grants/

