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OCT Initiatives 
* All are supported by DHSES Funding

• Red Team Program and Operation Safeguard 

• Intelligence Liaison Officer Program 

• Radiation Interdiction and Detection Program  

• Targeted Grants (Law Enforcement and CIGP)

• Strategic Police Intelligence Driven Law Enforcement 
Response (SPIDER) Program

• NY SECURE
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Red Team Program & 

Operation Safeguard
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History of Counter Terrorism Outreach 
• Post 9/11, Metropolitan 

Transportation Authority (MTA) 

implemented the “See Something, 

Say Something” program. 

• The program was then adopted by 

NYS statewide as “Operation 

Safeguard” in 2004.

• NYS created 16 Counter Terrorism 

Zones (CTZ’s) to enhance 

information and intel sharing. 
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NYS Intelligence Center & NYS Terrorism Tips Line

1-866-SAFE-NYS (1-866-723-3697)

• Established September 16, 2002

• Increase information sharing post 9/11

• Representation from a variety of agencies

• Collects, analyzes, evaluates, and disseminates information and

intelligence to identify emerging patterns and trends, investigate

current criminal activities and prevent future criminal acts. Analyze all

criminal information, looking for a terrorism nexus

• Engages First Responders, Businesses, Organizations, Law

Enforcement, and General Public in public safety efforts



November 6, 2019 6

Unclassified// For Official Use Only (FOUO)

What is a Red Team?

• A group of non-descript HS/LE personnel who conduct suspicious activity and exhibit

indicators of potential terrorist activity to test various businesses, infrastructure owners

and operators, and the public with regard to the recognition and reporting of suspicious

activity.

Why are they conducted?

• Governor Cuomo’s 2016 State of New York address, at least one in every CTZ annually.

From 2009 – 2015 CTZs were tested less frequently.

• An opportunity to further educate the public and business employees.

• Enhance partnerships between law enforcement, the community, and facilities regarding

terrorism awareness.

• Evaluate the effectiveness of NYS’s SAR programs.

• Combat the ‘going dark’ issue.

Overview
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Common Steps in Preparation for a 

Terrorist Attack

• Radicalization/Mobilization

• Initial Planning/Target Selection

• Pre-operational Surveillance

• Material Acquisition

• Attack

More likely detection by 

traditional federal intel 

community

More likely detection by law 

enforcement, businesses, 

private civilians
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Current Threat Environment
• Foreign Terrorist Organizations continue to use social media to

advocate for attacks

• Summer of 2010 – Inspire “Make a bomb in the kitchen of your Mom”

• There has been a large shift in the type of attacks being conducted
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Signs of Terrorism and Behavioral Indicators  

• NYS has adopted the 8 signs of terrorism and the 16

behavioral indicators of terrorism

8 Signs of Terrorism 16 Behavioral Indicators
Surveillance Materials Acquisition/Storage Testing or Probing of Security

Information Gathering Weapons Collection/Discovery Photography

Test of Security Expressed or Implied Threat Sector-Specific Incident

Funding Misrepresentation Breach/Attempted Intrusion

Acquiring Supplies Acquisition of Expertise Theft/Loss/Diversion

Suspicious Persons out of Place Observation/Surveillance Sabotage/Tampering/Vandalism

Dry or Trial Run Recruiting/Financing Cyber Attack

Deploying Assets Eliciting Information Aviation Activity

*The presence of one or more indicators does not necessarily mean the activity is related to terrorism. They should be evaluated in the 

context in which it is found and reported appropriately
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Red Team Process
• Review Current Threat Environment, Intelligence Reporting, and Input from

the NYSIC

• Draft a Plan, Which Includes Proposed Locations To Test

• Meet with Counter Terrorism Zone Leadership to Review Proposed Plan

• Finalize Plan, Participants, and Budget

• Conduct Red Team

• Red Team

• Safety Team

• After Action Report (AAR)

• Incorporate Into Statewide Findings and Lessons Learned, Adjust Outreach

Accordingly



November 6, 2019 11

Unclassified// For Official Use Only (FOUO)

General Red Team Scenarios
Primary Targets (Mass Gathering & Critical Infrastructure)

• Public gathering space, such as stadiums/arenas/concert venues, fairs, or

colleges/universities, major transportation infrastructure, etc.

• Tested over a course of three days, escalating activities and becoming more

overt over time. Approx. time on target = 1 hour/day

• Day 1- Suspicious vehicle

• Day 2- Suspicious photography

• Day 3- Suspicious questioning of facility staff

Business Sectors

• Tested once – looking for specific materials used in the construction of

homemade explosives
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Priority Sectors
• Agricultural Supply

• Bar/Nightclub

• Beauty Supply Store

• Big Box Store

• Bulk Energy Storage/Distribution

• Education Institutions

• Fire Dept./EMS

• General Aviation Airports

• Gun Shops/Sporting Goods

• Hardware Stores 

• Hospitals/Healthcare

• Hotels/Lodging

• Performance Venues

• Pool Supply Stores

• Rail Station/Yards

• Religious Institutions

• Rental Vehicle

• Self Storage Facilities

• Shopping Malls

• Uniform Equipment/Clothing
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Examples of Business Sectors Tested

Big Box Stores 

Hardware 

Stores 

Vehicle Rental 

Locations

• Items used in the construction 

of a pressure cooker device  

• Drones 

• Items used in the 

construction of a pipe bomb 

explosive 

• Attempt to rent a truck with 

cash and either no or fake 

identification
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Examples of Business Sectors Tested

Beauty Supply 

Stores 

Gun Stores/ 

Sporting Goods 

Locations

Pool Supply 

Stores 

• Items used in the 

construction of TATP

• Smokeless powder, black 

powders and exploding 

target material (Tannerite) 

• Items used in the 

construction of a homemade 

explosive 

***These materials are NOT purchased

http://s1355.photobucket.com/user/LittleMonsterx14/media/0071793703030_500X500_zps7c117861.jpg.html
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2019 Additional Business Sectors 
*Based on the current threat environment 

Self Storage Facilities 

• 2018 Ithaca Max Reynolds Case 

• 2018 Bethlehem, PA Firearms Hoarding 

Postal Facilities 

• Austin Package Bombs – March 2018 

• Democratic Inoperative Pipe Bomb 

Mailings – October 2018   
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2016 2017 2018 2019 *YTD

Number of locations tested 

statewide
640 920 1000 931

Number of teams operating 73 88 81 81

Number of agencies that 

provided personnel
90 96 107 104

Number of personnel that 

were assigned to either Red 

Teams or Safety Teams 
364 396 404 380

Red Team Summary
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What We’ve Learned and Accomplished
• Enhanced partnerships with PSAPs

• There has been an increase in the number of locations 

making a real world tip to Law Enforcement following Red 

Team Exercise activity 

• Exercises aid in the construction of a strong relationship 

between LE and the citizens of NYS (community policing) 

• Security is everyone’s responsibility and it starts with 

training employees 

Where We’re Headed
• Critical infrastructure partners

• Large-scale public gatherings 

• Establishing component in Western NY

• Increase the number of exercises  
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Success Story
• March 7, 2018 Walmart in Ithaca NY 

contacted Ithaca Police Department to 

report suspicious activity.

– Subject purchased rifle ammunition, a 

hacksaw, knives, and camping equipment

• Upon investigation of the subjects residence an assembled 

AR-15 rifle, gas mask, a homemade silencer, a myriad of 

ammunition, pipes and other materials were recovered. 

• The Ithaca, NY Walmart was tested by the 2017 Red Team 

exercise, at which point they also made a SAR. 
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Success Story
• March 13, 2018, ‘The Gun Shop’ in Nelson, New York (Madison County) made a 

suspicious activity notification to Madison County Sheriff’s Office.

– The subject was an international student studying at Syracuse University 

– Looking to purchase an AR-style rifle and high-capacity shotguns – the subject stated he did not 

know how to use the gun, but would be taking a class on it at Syracuse University 

– The gun shop owner refused the sale

• Following a search warrant, gun parts and 

ammunition were recovered from the subjects 

apartment

• The subject was deported back to China
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Success Story
• January, 2019, Rochester, NY – Four (3

adults and a teenager) plotted to attack a

Muslim Community with IED’s and guns.

– 3 adults were found guilty of three counts of

first degree criminal possession of a weapon

and one county of fourth – degree conspiracy.

– A student who became uncomfortable when

another student showed him a photo, asking

“does this look like the next school shooter?”

went to school security to report the incident.

– Upon further investigation the plot was

discovered.
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Safeguard New York 

How and What to Report 

IF YOU OBSERVE 

SUSPICIOUS ACTIVITY

• DO NOT take direct action.

• DO NOT confront the individual.

• DO NOT reveal your suspicions.

• DO record as many details as

possible.

• DO notify appropriate authorities

as soon as possible.

DESCRIBING SUSPICIOUS 

BEHAVIOR

• WHO did you observe?

• WHAT did you see?  Be specific.

• WHERE did you see it?

• WHEN did you see it?

• WHY is it suspicious?
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Business Resources 
Wallet Card

Magnet

Bumper Sticker

Window Cling

Pens
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Safeguard Brochures
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New Suspicious Activity Reporting Cards
• Created to allow employees to record suspicious activity while it is occurring so the information is

accurate

• Also provides the individual with a phone script on how to report the suspicious activity to the

Terrorism Tips Line or local law enforcement number
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New Run - Hide – Fight Material
• Created to provide businesses with active shooter

education of what to do during an active shooter

Magnet

Wallet Card

11”x17”Poster
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New Suspicious/Unattended Item Info Card

• Created to provide venues and other

locations information on how to

identify a suspicious bag/item during

a large mass gathering event
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New Safeguard Poster Additions
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Additional Safeguard Posters
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Additional Safeguard Posters
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Markers of Destruction 
• Online Terrorism Training Video

• NYS DHSES has produced an online training video for retailers across the

State to help employees recognize and report suspicious behavior.

• There is an accompanying flyer to be distributed to all businesses

www.dhses.ny.gov/oct/safeguardNY/

http://www.dhses.ny.gov/oct/safeguardNY/
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CTZ Initiatives
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Intelligence Liaison 

Officer (ILO) Program



November 6, 2019 33

Unclassified// For Official Use Only (FOUO)

ILO Program Overview 
Purpose: Increase outreach to non-law enforcement first responders

• Joint project among

• NYS Homeland Security & Emergency Services

– Office of Counter Terrorism (OCT)

– Office of Fire Prevention & Control (OFPC)

• New York State Police (NYSP)

• New York State Intelligence Center (NYSIC)
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ILO Program Objectives 

• Enhance first-responder safety through greater knowledge and 

vigilance regarding the indicators of terrorism & criminal activity

• Network law enforcement and non-LE first responders to enhance 

partnerships and information sharing

• Encourage suspicious activity reports to the NYSIC and local law 

enforcement 

• Support NYS Homeland Security Strategy
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ILO Role & Responsibilities
• Provide terrorism & criminal activity awareness training

– Increase situational awareness of Fire/EMS responders through outreach 
presentations

• Serve as an extension of DHSES Office of Counterterrorism (OCT) 
education efforts

– Receive and disseminate information relevant to maintaining awareness 
levels using open-source and “For Official Use Only” (FOUO) intelligence 
products provided by DHSES and the NYS Intelligence Center (NYSIC)

• Support information and intelligence sharing among Fire/EMS & Law 
Enforcement
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ILO Expectations
NYS Homeland Security Strategy

Goal 1 – Strengthen Intelligence and Information-Sharing Capabilities

1.2) Ensure robust intelligence reporting by 

State and local law enforcement and first 

responders through the Field Intelligence 

Officer (FIO) and Intelligence Liaison Officer 

(ILO) programs and Crime Analysis Center 
programs respectively

• Maintain a FIO regional 

coordinator in each NYS county, 

excluding NYC (57 total)

• 100% of FIO Regional 

Coordinators attend at least one 

Annual FIO Regional Coordinator 

Conference within the next 3 years

• FIO Basic Training Course is 

offered in each State Police Troop 

over the next 3 years

• At least 1 Fire/EMS ILO is 

identified per county

• 1,000 Fire/EMS personnel attend  

ILO Training

• # of FIO Regional Coordinators

• % of FIO Regional Coordinators 

that attend Coordinator Training 

and % of FIOs that attend basic 

training/refreshers each year

• # of counties with ILOs

• # of ILO trainings and # trained 

each year
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ILO Expectations

FY 2019 SHSP/SLETPP PROGRAM GUIDANCE

• Priority 4 - Enhancement of Law Enforcement Information-Sharing Capabilities:

Since 9/11, the enhancement of law enforcement information-sharing capabilities has

been a top priority in New York State. The importance of this mission remains unchanged

this year, as jurisdictions are encouraged to sustain and enhance their information-sharing

efforts with the New York State Intelligence Center (NYSIC) and their local CTZ. Within

this area, support for major outreach programs is prioritized, including participation in the

Field Intelligence Officer (FIO) Program, and the engagement of Fire/EMS personnel in

information-sharing activities through the Intelligence Liaison Officer (ILO) Program.

• Preparedness Objective 4B: Maintain participation in the Intelligence Liaison Officer

(ILO) Program (to ensure information sharing between the New York State Intelligence

Center and local Fire and Emergency Medical Services agencies within your jurisdiction).
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NYS Radiation 

Interdiction and 

Detection Program 
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State Radiation Program
• Securing the Cities (STC)

• Federally funded program

• Began in 2008

• Supports a coordinated effort between the following agencies to
enhance the detection and interdiction of illicit radiological
materials in the NYC Region

– DHS – Countering Weapons of Mass Destruction (CWMD)

– NYPD

– New York State (Principle Partner)

– Connecticut

– New Jersey
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Radiological Detection Program 
• DHS initiative that began in 2004

• NYS Partners:
• NYS DHSES – OCT and OEM

• New York State Police

• DMNA – Civil Support Teams

• NYS DEC Police

• NYS Office of Court Administration

• NYS Parks Police

• HazMat Teams and FBI Certified Bomb Squads Statewide

• NYS Department of Health

• New York State Intelligence Center (NYSIC)
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Radiological Detection Program 
• Strategic Components:

• Training (initial and refresher)

and exercises/drills
– Nearly 1,000 personnel have

been trained on relative

equipment

• Software

• Equipment
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Maritime Exercises
• Operation Securing the Seaway – Alexandria Bay, August,

2019

• Multi-Agency maritime-based radiological interdiction and

detection exercise on the St. Lawrence Seaway

• Included a Red Team component and SPIDER surge

operations were incorporated

• Additional Previous Exercises:

• Operation Blue Trident – Long Island Sound, August 2017

• Operation Clear Passage – Lake Champlain, July 2016
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NYS Targeted Grants 
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Law Enforcement Targeted Grants 
Purpose: To support law enforcement specialty teams through grant funding

• Bomb Squad Program ($21.6 Million since 2006)

• Purpose: To build and sustain counter-IED response capabilities across NYS

• 12 FBI-accredited Bomb Squads Statewide

• Explosive Detection Canine Program ($5 Million since 2009)

• Purpose: To support local LE agencies with an active road patrol component of their

operations to develop and sustain explosive detection capabilities

• 47 Teams have been funded since 2009

• Tactical Team Program ($12.6 Million since 2013)

• Purpose: To build and sustain NYS tactical team response capabilities as it relates to

high-risk incidents and counter terrorism missions

• 46 Teams have been funded since 2013; 21 Teams have attained DCJS certification
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Critical Infrastructure Grant Program (CIPG)
Purpose: To mitigate vulnerabilities identified at government owned mass

gathering sites and/or enhance first responder’s capabilities to prevent and

protect against attacks at the site. Focus is on the top 7 Metropolitan

Statistical Areas (MSA) across the State.

• Since 2010, $3.3 Million in funding has been allocated to eligible

jurisdictions

• 40 Government-Owned Infrastructure Sites

• 23 Government-Owned Mass Gathering/Special Event Sites
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Strategic Police 

Intelligence Driven Law 

Enforcement Response 

(SPIDER) Program 
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SPIDER Border Security Operations

Strategic Police Intelligence Driven Law Enforcement

Response Program

• Involves local, county, state, tribal and
federal law enforcement stakeholders

• Examines New York State’s current
border security capabilities and
identifies potential gaps for corrective
future actions

• Focuses on increasing LE Operational
Coordination
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SPIDER
• Intelligence based multi-agency LE operations that gather information

producing further actionable intelligence

• Over 10 years of land and maritime LE operations, funded by DHSES,

have led to increased border security

• On the Northern Border and the International Border

• Proactive planning ensures that strategic components of safe and

successful operational plans are in place prior to an incident

• The development of professional relationships, communication plans,

operational planning, and after action reports are included in this process
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Additional Initiative: 

Operation NY SECURE
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Rail Threat Environment
• In 2017, Al Qaeda published an 18 page guide in their

“Inspire” magazine on how to build a train derailment tool.
• America, Britain, and France were singled out as targets.

• Includes instructions on making the tool at home using cardboard, an

empty plastic container, part of a rubber tire, pipes, iron wires, screws,

sheet metal, and cement.
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Rail Threat Environment
• September, 2019, New Rochelle, New York – a man tried

to detonate a device inside a backpack he was wearing.

The device was found to be inoperable.

• January, 2018, Nebraska – a white supremacist pulled

the emergency break in a secured area on an Amtrak

train. A handgun was found in his waistband and his

backpack held a knife, hammer, ammunition, and a

respirator mask. An arsenal was found in his house.

• December, 2017, New York City – homemade pipe bomb

was partially detonated in the busy NYC transit hub, 5

injured, no fatalities.
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Operation NY S.E.C.U.R.E
Securing the Empire Corridor by Unifying Regional Efforts

• DHSES is coordinating a series of “Operation NY

S.E.C.U.R.E” rail events in order to:
• Promote better cooperation between law enforcement agencies

• Improve the states capabilities to respond to actual emergencies on

rail lines

• Held along the Amtrak corridor from NYC to Buffalo as well

as the MTA commuter lines

• Since July 12,2018:

• 12 events along the Empire Line 

from Yonkers to Albany 

• 44 events held at single stations

• 56 total events
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For additional information visit:
www.dhses.ny.gov/oct/safeguard

http://www.dhses.ny.gov/oct/safeguard
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjy8fnx4KHSAhXr1IMKHXSVDeoQjRwIBw&url=https://www.ny.gov/programs/see-something-send-something&psig=AFQjCNE_hCnxr-_OZAE22sW4NUFAR1JKkQ&ust=1487785997719945
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Questions?


