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CISA | CYBERSECURITY AND INFRASTRUCTURE SECURITY AGENCY

NCSWIC State Interoperability Markers
New York Workshop
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CISA Overview
A Created by the

Cybersecurity and
Infrastructure Security

Enhances public safety JProvides strategic guidancs Offers cybersecurity Provides tools and training Agency Actof 2018
interoperable to public and private programs and services to [llto partners to help partnerJiii
communications at all partners, promotesa improve cybersecurity in government and industr A Leadsthe Federal
levels of government, national unity of effort, and@postures, including trainingll manage the risks to their Government O0s
providing training, coordinates Federalefforts 8 and technical assistance. assets, systems, and . .-
coordination, tools and to promote the security and networks. SeCUFIt)/, critical
guidance to help develop | resilienceoft he Na infrastructure protection,

emergency critical infrastructure
communications and emergency
communications efforts

Emergency Infrastructure Security Cybersecurity Integrated Operation
CommunicationsDivision Division Division Division

Stakeholder Engagement|]Lever ages partnerships to build
Division critical infrastructure and the cybersecurity community. A Unites efforts from across

government andindustry to
the most significant r understanc and manage risks
together

National Risk A planning, analysis, and collaboration center that identifies and
Management Center |addresses
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Emergency
Communications

Core Competencies

CISA

National and Statewide
Planning & Execution

Develop and implement nationwide
emergency communications policy and plang
including the National Emergency
Communications Plan (NECP) and 56
Statewide Communications Interoperability
Plans (SCIPs)

National Governance

Support nationwide sharing of best practices
and lessons learned through facilitation of
the SAFECOM and Emergency
Communications Preparedness Center
(ECPC) governance bodies

Technical Assistance &
Outreach

Build capacity with Federal, State,
Local, Tribal, and Territorial
stakeholders by providing technical
assistance, training, resources, and

Federal Grant
Coordination

Manage funding, sustainment, and grant
programs to support communications
interoperability

Priority Telecommunicati
Services (PTS)

Provide PTS over commercial networks to
enable national security and emergency
preparedness personnel to communicate
during congestion scenarios across the natio

Assessment and
Reports

Assess the Nationos
interoperable emergency communications
to identify remaining gaps

S
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The True Cost and Scope of Emergency Communicatio

Emergency

What Most People §ee

Communication

%
s Iceberg

Graphic 0
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Radio Communications Syste

AMobile and Portable Land Mobile Radio
(LMR)

Alnteroperability Maintenance Costs

ACommunication Towers

ATower Equipment Sheds

Broadband & Data Systgms

AMobile Data Terminals (MDT)

AFirstNet

AGovernment Emergency
Telecommunications Service (GETS)

AWwireless Priority Service (WPS)

ﬂ Alerts & Warnin

AOutdoor Warning Systems
AEmergency Alert System (EAS)
AWireless Emergency Alerts (WEA)
AIPAWS (including silver/amber alerts)
ATV/Radio/Website/Media Updates
ASocial Media Outlets

Peopl‘

AComputer Aided Dispatch (CAD)
Systems

]
overtr Ig I@ 4
WIC / Communications Champion

AStatewide Communications Office
Astrategic Planning

—e Training & Exercs

|lecommunicator/Dispatch Training and Retention
LMR, Telephone, Alerts/Warning procedures
stem Maintenance staff (technicians, engineers)
unications Training

ons Exercise (tabletop, functional)
ATechnical Emergency Response Training (TERT)

A Incident Comgfunications Unit staff training, including:
ications Unit Leader (COML)

unications Technician (COMT)

nt Tactical Dispatcher (INTD) Training

io Operator (RADO) Training

formation Technology Service Unit Leader (ITSL)
’Audio Gateway Information and Training
Cybersecurity Training and Awareness

N\ Cybersecura

AExpertise and Planning

ATools and Solutions

ARisk and Vulnerability Management
APrevention Equipment and Training 7




Framework Development Process

N
9 Resource Analysi

CISA analyzed numerous

5@ Collaboration

CISA worked collaboratively

L aere—
Groups Defined

Based on all the gathered

e Language Deve@)ed

bd

Official language for the

resources to identify markgrs| to discuss research trends information, CISA develop:s state markers was
that could indicate and gather feedback. This the markers and defined developed based on input
i nteroper abil| | toflabardtian adipedidentifs | threencategories to from: _
state/territory level. Some what measures were the most distinguish the state/territofy | | '(\|:CSW_|t<t3 Executive
; _ . : L A ommittee
|rlcluded. important. level interoperability health: I Full NCSWIC in PA & OK
I SCIPs " | 14 States participating in
I ICCAP observations Initial two Pilot Meetings
| After Action Reports :
I Lessons learned from Defined
Enhancing Public Safety
Governance Workshops _
(2018 CISA & NGA effort)
o VAN O\ 4
i~ o Mark Grubb
1\‘:‘: CISA November 2019 8
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Benefits for States and Territories

@ Understand impacts of interoperability effort@

Reduce workload by eliminating Statewide .
Communication Interoperability Plan (SCIP]
& Snapshots and reducing time to gather data
Y
)
»

];E[ Justify grant funding and state budget oZe
requests 31
. h local [
Improve coordination with locals d\ald

CISA

CYBER+INFRASTRUCTURE

Improve coordination andrérpm
lawmakers and executive branch staff

Improve strategic planning and
implementation aligned to ecosystem

Enhance the SCIP planning process

Enhance governance body participation and
membership

Mark Grubb
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Benefits for CISA

'q Understand state/territory interoperability capabilities
< e G Sl P T Il e ez IC)rocesﬁustify resource requirements to DHS Ieadersr‘

Office of Management and Budget (OMB), Co

and the President

Improve alignment to the 2019 National
Emergency Communications Plan (NECP)

Respond to Congressional, Government
Accountability Office and OMB requests for E
program impacts

Improve Technical Assistance (TA) offerings to better

meet state/territory needs

ISA Mark Grubb
November 2019 10
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State Marker Status Map
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New York vs. National

1.87

National Average Marker Score

Average

1.79
@ Mapbox © OSM 3 )

Region Il Average Marker Score

Mexico

| 2.17
© 2019 Mapbox © OpenStreetMap

New York Average Marker
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New York vs. National View
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Optimized
Optimized
Optimized
Optimized
Optimized
Optimized
Optimized
Optimized

Optimized
Optimized

Initial

Optimized
Initial
Initial
Initial

Initial

Initial
Initial

Optimized

Initial
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New York vs. National View - November 19, 2019

State-level Governing Body Established
SIGB/SIEC Participation

SWIC Established

SWIC Duty Percentage

SCIP Refresh

SCIP Strategic Goal Percentage
Integrated Emergency Communication Grant Coordination
Communications Unit Process

Interagency Communication

TICP (or equivalent) Developed

Field Operations Guides (FOGs) Developed
Alerts & Warnings

Radio Programming

Cybersecurity Assessment Awareness
NG911 Implementation

Data Operability/Interoperability
Communications Exercise Objectives
Trained Communications Unit Responders
Communications Usage Best Practices/Lessons Learned
WPS Subscription

Qutreach

Sustainment Assessment

Risk Identification

Cross Border/Interstate (State to State) Emergency Communications

Initial
7 (13%)
9 (16%)
3(5%)
18 (32%)
20 (36%)
20 (36%)
10 (18%)
13(23%)
18 (32%)
30 (54%)
31 (55%)
38 (68%)
9 (16%)
41 (73%)
37 (66%)
21(38%)
20 (36%)
28 (50%)
32(57%)
51(919%)
16 (299%)
15 (27%)
29 (52%)
23 (41%)

Defined
P 23 (41%)
I 15 (32%)
I 57 (66%)
I 18 (329%)
I 18 (329%)
I 27 (48%)
I 19 (34%)
I 18 (329%)
I 2 (50%)
B 17 (30%)
I 14 (25%)
I 10 (18%)
B 17 (30%)
B 11 (20%)
15 (9%)
I 25 (45%)
B 2o (52%)
I 10 (18%)
I 16 (29%)
I %)
B 20 (36%)
I 18 (329%)
B 17 (30%)
I 2 (50%)

Optimized

I 26 (45%)
I 2 (52%)
I 16 (29%)
I 20 (36%)
I 15 (32%)
Bl s (16%)
I 27 (23%)
I 25 (45%)
Il 10 (18%)

Bl s (16%)

[ 11 (20%)
W%
I :o (54%)
20%)

B 14 (25%)

Il 10 (28%)

W7 3%

I 15 (32%)
W%

|1 (29)

I 20 (35%)
I 23 (41%)
Il 10 (28%)

5 00%)
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State Marker Success Stories

Kansasequested CISA Oklahomias agreed After reviewing the marker data
to host State Markers to share their COMU on WP&onnecticut New YoHosts CISA fo
workshop with their best practices with immediately contacted their PAR State Markers review
SIAC ! ldaho | to help drive participation rates ~ Workshop with their
: : : SIEC
i , ,
] -
CISA has begun to Virginigresented the Alabamahared their TICP Louisiankeveraged State
incorporate the State Markers to the SIEC template with the other Region Marker data to receive
State Markers into to gain feedback and IV states to improve TICP and  funding for a ftilne
the SCIP process participation in the FOG participation and planning sSwWIC
process

SeSARIAp

sl
A CISA Mark Grubb
U: November 2019
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For More Information: CISA.GOV

CI S B Questions?
Email: mark.grubb@cisa.dhs.gov

CYBER+INFRASTRUCTURE

Phone: 302419-6775

Mark Grubb

November 2019 é




November 20, 2019

PSAP, SICG and
Targeted Grant

Updates

16

Presented by
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SICG Program Overview

Appropriation Appropriation Reimbursed . .

'Round1SICG | 20102011 20 million 20 million 12/21/2011 1 09/30/2014
‘Round 2 (SICG) | 20112013 102 million 101.7 million 02/04/2013 7 02/03/2018
'Round 2 (2012 PSAP) |  2011-2012 9 million 9 million 05/01/2013 7 04/30/2017
'Round 2 (2013 PSAP) |  2012-2013 9 Million 8.9 million 06/25/2014 1 06/24/2017
2013-2014 75 million 75 million 12/03/2013 i 06/30/2019
2014-2015 50 million 33.4 million 01/01/2016 i 12/31/2019
2015-2016 45 million 30.2 million 01/01/2017 i 12/31/2019
2016-2017 45 million 14.6 million 01/01/20187 12/31/2019
2017-2018 45 million 2.3 million 01/01/2019 7 12/31/2020

NEW
ORK
STATE

Homeland Security
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SICG Program Overview continued)

Appropriation | Appropriation Reimbursed : .

2014-2015 10 million 10 million 01/01/20157 12/31/2015
2015-2016 10 million 10 million 01/01/20167 12/31/2016
2016-2017 10 million 10 million 01/01/2017 7 12/31/2017
2017-18 PSAP Operations 2017-2018 10 million 10 million 01/01/201871 12/31/2018
2018-19 PSAP Operations 2018-2019 10 million 5.2 million 01/01/20197 12/31/2019
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SICG Program Overview continued)

Appropriation | Appropriation Reimbursed

2018 SICG-Targeted 2015-2019 65 million 0.3 million 11/28/2018 1 11/28/2022

2018 SICG Targeted Grant: announced $32,640,405 in Phase 1 of the award process.

Anticipated RFAs Schedule:
PSAP Operations Grant - every year in May-June
SICG Formula Grant T every year in June-July
SICG Targeted Grant i ongoing, rolling schedule

YO RK
STATE

Homeland Security
and Emergency Services
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SICG Program Overview

V 2019 SICG Formula 1™ Award Results are being evaluated by Governor's
office

V 2019 PSAP Operations Grant 1 Awards announced

V 2019 SICG Targeted T RFA First Quarter 2020

TOTAL $492.6 million in grants
Please visit www.dhses.ny.qgov/oiec/grants for additional information

Homeland Security
and Emergency Services

NEW
YORK
STATE



http://www.dhses.ny.gov/oiec/grants
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Use of Interoperability Channels

VAny use of Interoperability Clhtaropma&ifys
listserv (contact OIEC office for details how to sign up)

V National Interoperability channels were activated in NY over 100 times since
January 2019.

V Uses include: testing, training, exercises, emergency situations (fire,
manhunts, search and rescue, providing communications between different
system using patching, etc)

V Interoperability Repeaters MUST be OFF when not in use!

NEW
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Standing
Committee

Reports

22
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