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Security is About Risk Management

•But you can’t worry about everything . . .
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Risk involves threats 

(any event that implies 

possible harm) and 

vulnerabilities 

(weaknesses, and all 

complex systems have 

vulnerabilities)



What Do We Usually Worry About?

1) Risks that affect our core business/operations

2) Risks based on Validated Data (what’s happened 

to us before)

3) Risks based on Industry Experience/Best Practices
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i.e. which risks do we expend 

resources to eliminate or reduce?



We Are Sitting Targets! (1)
•Static IP addresses (at least some core servers in 

our DMZ)

•Hackers can come and go, attacking when and 

where they chose

•If we block them at our perimeter (if we even have 

a perimeter anymore), we learn nothing about their 

motives, sophistication, level of resources, etc.

•Almost everything is networked (let’s do more 

“air gap” firewalls)

•Tough (but possible) to “patch” humans
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We Are Sitting Targets! (2)

•The best defense is a good offense?

–Errr, we cannot legally, logically or morally be 

offensive

•The only real defense is active defense

–Much closer

•Think like an attacker

–In my mind essential!

–Not “How does it work” but “How can it 

break” - “What can go wrong” & “What might 

that mean?” 
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Big Picture or Holistic Considerations

1) Extreme Complexity/Enormous Attack 

Surface

2) Cybercrime as a growth area (that’s where 

the money is)

3) Free flow of (too much) information
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Complexity

•Complexity leads to enormous attack surface

•Technology changes rapidly/complexity evolves –

hard to secure a moving target

•Often “Technology for the sake of Technology”

–Hey, technologists are often in charge, and we love it!

•How many lines of code in your telephone? What 

percentage of functionality in MS Word do you 

use? (2 %?). How many microprocessors in your 

car. Not to even mention the complexity of our IT 

Systems.
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Spaceship Demopoulos
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Spaceship Demopoulos Technology

•Very Nice:
–Sonar

–GPS/Maps

–DVD Player

–Etc.

•Too Much?
–Microprocessor in keys? 

–Car needs to “reboot” sometimes!

–Etc.

The Six Million Dollar Van?
(lots of attack surface for attacks against me)
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My “Dumb” House

Sometimes has a mind of its own

Calls the police

Calls the fire department

What could a “Smart House” do?
Think of the possible attacks against a “Smart House/Building”
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Problems with Complexity

•Complexity increases attack surface

•Unnecessary complexity leads to 

unnecessary unreliability

•Backup plans? 

•“Technology for Technology’s Sake” leads 

to unnecessary complexity meaning attack 

surface and unreliability
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Ted’s Backup Plan for This Trip

Do most people or organizations have workable backup 

plans for when technology fails? 



Albert Einstein

"Everything should be made as simple 

as possible, but not simpler."
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Cybercrime

Why so much Cybercrime?

-ñBecause thatôs where the money is.ò

- supposed quote by Willie Sutton, Bank Withdrawal Expert
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Cybercrime

“Money Changes Everything” 
–Cyndi Lauper

•Today, your typical Cybercriminal is more 
likely to work in an office building and have 
benefits than be a teenager living in their 
parent’s basement and launching attacks 
between playing online geek games.

•Also think Risk Management for career 
criminals:

–What’s more risky, drug running, murder for hire, 
kidnapping, or cybercrime?
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The Reach of Cybercriminals

•The pool of potential attackers is much 
larger

•Many are beyond any reasonable 
jurisdiction

•Example: A smart 12 year old in rural 
Kazakhstan can strike businesses in NYC, 
stay at home dads in Peoria and a Coffee 
Shop in San Francisco
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Blended Attacks (Of Course)

•Opportunity for lots of damage

•Terrorists (just another breed of crook), 
extortionists, crazies bent on “revenge”, etc.

•Example: Criminal releases poison gas and 
takes over ventilation system (perhaps 
controlled by wireless protocol ZigBee 
which has “optional” security)
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Information

•Information keeps me up at night

•Does anyone really control the 
flow of most information?

–Privacy issues, hacking/attack 
techniques, tools that embody attack 
techniques . . .
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Free Flow of Information (1)

•“Secret” is not the natural state for info 

anymore

•Some things SHOULD be secret, e.g.

–Plans for nuclear devices

–List of what I purchased last year

–Where I am every moment of the day

–Vulnerabilities 



The SANS Institute, www.sans.org, Ted Demopoulos, ted@demop.com

Free Flow of Information (2)

•It’s harder to keep secrets anymore!

•This includes a lack of reasonable (or any) 
privacy

•When I speak, often 80%+ of the audience 
has Googled me!

•Info not always accurate, e.g. I am not the 
Gay Activist named Ted Demopoulos, "not 
that there's anything wrong with that" as 
Seinfeld says
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Privacy

•Distant past –villages –little privacy. Reasonable 
in context

•Recent past –cities/industrial age. Reasonable 
privacy

•Today –who has your data? Is it yours? Is it 
correct?

•I fear Big Brothers –e.g. Google, Microsoft, 
Verizon, Marketing Agencies, everyone who 
stores personal data
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Beware Big Brother MSN Virtual Earth?

Does your insurance company know about the 

trampoline Ted? Why is Bob’s car there alone?

Can I land a getaway helicopter on the bank rooftop?
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Ted’s Hobbies

•You got building permits for those 

antennas Ted? 
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As told to a new client

•I see Joe Schmoe just spent a week with 
your organization. He’s very positive on the 
experience. . . . . .   
He’s sitting in the Phoenix airport waiting 
to go home and his flight is delayed . . . .

•From the Technorati.com search engine, a 
multi page posting on a blog
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Open Source Data Collection (1)

•Chose your target (“Ted Demopoulos”) or 
see what others/attackers can find out about 
you or your company

•Search Engines (try Google, Yahoo! and 
Bing)

•For a common name like “Joe Smith” might 
need to use name + company, name + city 
or similar

•Also look up senior management, products, 
etc.



Open Source Data Collection  (2) 

•Pipl.com –”The most comprehensive people search on 

the web”

•SEC’s EDGAR Database –public companies

•The Internet Wayback Machine –past snapshots 

of Websites

•Recruiting Websites  - Are they hiring? What 

skills?

•DomainTools.com

•SpyOnWeb.com
•Many many more . . .
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Security Assessment/Hacking Tools (1) 
(depending on how you use them)

Not only is plenty of “hacking” info available 

online, but also tools that embody that info, 

making sophisticated attacks available even 

by “script kiddies”

Just a few of our favorites (don’t try these at 

home without specific written permission!)
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Security Assessment/Hacking Tools (2)

•nmap –best of breed port scanner, what’s 

running at these IP addresses?

–Just a few of its capabilities: target OS 

identification,  multiple scan types some of 

which will pass through many firewalls, easy to 

craft custom packets, a new scripting engine, 

much more

–Easy to use, GUI available
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Security Assessment/Hacking Tools (3)

•Metasploit

–An open source penetration testing framework

–Aids in developing and executing exploit code 

against remote systems

–Include anti-forensic and evasion functionality

–As an example of ease of use, in the SANS 

class “Hacker Detection for System 

Administrators,” we have Sys Admins 

developing remote exploits within two days that 

bypass anti-virus!
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Security Assessment/Hacking Tools (4)

•WireShark (formerly Ethereal)

–A network protocol analyzer that grabs and 

analyzes packets

–Graphical display, Unix/Linux and Windows

–Understands many protocols

–Can even save audio from VOIP to an mp3 file 

with the click of a button
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Security Assessment/Hacking Tools (5)

•Yersinia (named after the Bubonic Plague Bacteria)

–A network tool capable of attacking and testing 

the security of the following protocols:

•Spanning Tree Protocol (STP)

•Cisco Discovery Protocol (CDP)

•Dynamic Trunking Protocol (DTP)

•Dynamic Host Configuration Protocol (DHCP)

•Hot Standby Router Protocol (HSRP)

•802.1X

•Inter-Switch Link Protocol (ISL)

•VLAN Trunking Protocol (VTP) & more
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Big Picture: What do I worry 

about?

•#1 Too much technology! Technology in 

inappropriate places. Too much complexity. 

Enormous attack surface. Resulting 

unreliability. Limited backup plans

•#2 Cyber crime –that’s where the money is

•#3 Information –all kinds, freely available 

whether appropriate or not. Easily leveraged 

by attackers



New Attack Techniques
(Connect to the 3 Big Picture Worries if you can)

•Social Networking as Attack Platforms

•Pervasive Memory Scraping Foils File 

System Crypto

•IPv6 Issues

•Trickle-down Stuxnet

•Hardware Hacking Becomes More 

Mainstream
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Thanks to Ed Skoudis for his Help with the following slides



Social Networking Attacks (1)

•Why are Social Networking attacks are becoming 

more popular?

ñBecause thatôs where the 
people are.ò

- with apologies to Willie Sutton

•Especially Facebook today,  but others too . . .
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Social Networking Attacks (2)

•Attacks:

–Enticing links to browser exploits and malware

–Personal information harvesting through 

exploring links to friends

–Users voluntarily giving up their information to 

social engineers

•Defenses?

–User Education/Awareness Training

–Monitor activities in social networking space
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Pervasive Memory Scraping

•Sensitive data (PII, Credit Card info, etc.) is 

increasingly encrypted on disk   

•Attackers with admin privileges may be able to 

find crypto keys in file system …

–An even easier attack is to grab RAM as data 

being processed isn’t encrypted there

•“End-to-End” crypto usually isn’t trulyfully 

encrypted end-to-end as decryption often occurs 

for processing

•Metasploit makes this easy, even over the 

network!
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Why IPv6

•We HAVE run out of IPv4 addresses

•IPv6 has many  more addresses (128 bits vs. 

32 bits)

•Parts of the Internet already are only 

accessible via IPv6 today (in China for 

example)

•You already have IPv6 support (most OS, 

including Windows, DNS and Mail servers, 

etc.
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IPv6 Issues

•You may be running IPv6 and not know it!

–Can tunnel over IPv4 and vice versa

•IPv6 typically not well protected

–Within a DMZ and intranet

•Firewalls, IPS, and IDS technologies have 

far fewer capabilities for blocking and 

detecting attacks on IPv6

•“IPv6 ready” or “IPv6 aware” may simply 

mean forwarding the packets
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IPv6 Defenses

•Disable IPv6 where you are not using it

•Plan IPv6 deployment –you had best be 

“playing” with it now

–Internal test lab to test hardware AND software

•IPv6 and IPv4 will co-exist for a long time, 

even though IPv6 will eventually become 

dominant
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IPv6 Attacks

•Attacker can exploit one machine 

(internal client or server in the 

DMZ) and then use IPv6 to pivot 

to other machines

•Firewalls may also pass IPv6 

packets somewhat blindly

–It’s common that some services may 

be reachable through IPv6 but not 

IPv4 
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Exploit client via IPv4 

attack.

Pivot to other clients 

and server via IPv6.



Trickle Down Stuxnet
•The Stuxnet worm = Malware of the future
–Traveled around Iran and destroyed nuclear 

capabilities

•We will likely see some of its capabilities 
replicated in other malware
–Stolen signing certificates
–Multiple zero-day exploits
–Fine-tuned for a given target
–Kinetic effects via cyber attack
–Militarized malware
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Hacking Hardware goes Mainstream

•Software security MUCH better than before

•Hardware protection still minimal

•Devices Targeted include Tivo, Mobile phones, 

iPads, routers, Smart Grid meters, SCADA, and 

more

•Attacks include:
–Altering firmware
–Bus sniffing to grab sensitive data, alter software, or more
–Memory dumping to find crypto keys

•Some attacks possible over the network!
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The SANS Institute

•The SANS Institute was established in 1989 
as a cooperative research and education 
organization

•Mission Statement: To be the trusted leader 
in Information Security Research, 
Certification, and Training

•SANS Technology Institute issues Masters 
Degrees in Information Security
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