NEWYORK STATE

DEPARTMENT OF STATE
OFFICE OF FIRE PREVENTION AND CONTROL

(ONew Account
NYS INFORMATION MANAGEMENT SYSTEM ()Renewal

APPLICATION FORACCESS TO ONLINE INFORMATION MANAGEMENT SYSTEM

The New York State Office of Fire Prevention and Control provides access to Fire Incident, Resource Inventory and Burn Injury
data for those individuals and entities who require this information during the course of their duties. Access is provided according
to statutes which permit the individual or entity access to this data based on certain exemptions to the NYS Personal Privacy
Protection Law. Access needs and an individual’s statutory authority by law are taken into account when assigning access levels.
Final determination of an individual’s right to access secure data will be determined by the State of New York. Account access is
granted subject to the attached rules and provisions. Accounts may be disabled for security or maintenance reasons.
**Access requires Internet Explorer 5.5 or better with javascript and frames enabled**

Applicant Information |** Items in bold are required ** Please complete using block letters in blue or black ink.|
Name - First MI Last Suffix
Title
Agency
Preferred means of
Address 1 communication: (choose one)
(O US Postal Service
(O E-Mail (e-mail required)
Address 2
City State Zip Code (+4) Telephone Number
E-Mail Access Levels Reqguested (subject to access level verification - see below)
Fire Incident Information () Search/Read () Search/Add () Search/Read/Add/Edit
. Burn Injury Information (O Search/Read () Search/Read - With Private Info
ounty

Required ==——3p-Fire Resource Inventory () Search/Read () Search/Add () Search/Read/Add/Edit
Security Access Question Information - Required (This information is used for identity confirmation only)

City of Birth Account Type Access Levels =aT O UER Ol Authorized by: | |

/ / O Yearly Please circle  BURNS [ | NFIRS[ | FRIS PILR D Arson[ | Admin D
DETE o I s ast 4 55# (O Automatic default system 0-5 0-5 0-5 Oor5 Oor5| | Oor5
Access Level Justification (Choose one - Required) * Required - o B

Identify position / activities requiring access to these systems

Duty Position O Fire Chief (Be specific - this is used to determine appropriate access levels.
() County Fire Coordinator O Fire Fighter ** Attach additional information / documentation as neccessary.)
(O Fire Marshal * O Fire Department Support **
() Fire Investigator * EDID #
(O Law Enforcement * **
() OFPC Staff (Required for Fire Department Personnel)

All applicants must sign acknowledging that any information retrieved is to be for official use only, and is considered private.
Signature of individual requesting access Date
** |_aw Enforcement and Fire Department Personnel applicants require supervisory authorization for access.

Supervisor’s Signature Date

Supervisor - Please Print Name
Supervisor - Please Print Title
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NYS Office of Fire Prevention and Control
RULES AND LAWS RELATING TO 41 State Street 12th Floor

THE NYS OFPC ONLINE INFORMATION Albany, NY 12231
MANAGEMENT SYSTEM (518) 474-6746

www.dos.state.ny.us

The New York State Office of Fire Prevention and Control (OFPC)
maintains Fire Incident and Burn Injury records for all of New York
State. Professionals with Fire Prevention and Investigatory respon-
sibility may be granted specific access to this data as is appropriate
and neccessary for the completion of said duties. Access is re-
stricted according to the NYS Personal Privacy Protection Law, Ar-
ticle 6-A of the Public Officers Law as summarized in this document.
All requests for access must be submitted in writing using the at-
tached official application. All required information must be pro-
vided in order to process this application. Final access levels will
be determined by NYS OFPC based on statutory need as documented
with your application. NYS OFPC reserves the right to grant or deny
access to data for the purpose of protecting the rights and privacy
of all individuals.

An excerpt from the NYS Personal Privacy Protection
Law, Article 6-A of the Public Officers Law States:

(1) No agency may disclose any record or personal information
unless such disclosure is:

(b) to those officers and employees of, and to those who
contract with, the agency that maintains the record if
such disclosure is necessary to the performance of
their official duties pursuant to a purpose of the
agency required to be accomplished by statute or
executive order or necessary to operate a program
specifically authorized by law.

COMPLETING THE ACCESSAPPLICATION

Please complete the access application with black or blue ink, printing with standard block letters. Items in Bold are required in order to
process your application. Please indicate the information subsystems you require access to, and at what level. Final determination of
access levels are at the discretion of NYS OFPC, and will be based on need as documented in your application. Security access informa-
tion will be used for identity confirmation only, and will remain private. You must select one duty position from the list of authorized duty
positions listed. If your duty position is not listed, contact the NYS Office of Fire Prevention and Control for further information. If your
duty position is Fire Marshal, Law Enforcement or Fire Investigation, you must identify your statutory authority in the space provided.
Please identify the section of law that authorizes you to perform law enforcement activities (eg. NYS General Municipal Law, County Law,
City, Town, Village, etc.). Be specific. Identify if you are one of the following:

Sworn Police Officer - include jurisdiction

Sworn Peace Officer - include jurisdiction and cite specific responsibilities / duties that require access.

Deputized law enforcement - Specifically for conducting fire / arson investigation activities.

Special investigator - Agency / Jurisdiction

Other - Please give as much information and supporting documents that support your claim to an exemption to the
NY'S Personal Privacy Protection law as stated above.

*Law Enforcement applicants and Fire Department personnel other than Fire Chief must have their application countersigned by an
appropriate supervising body (eg. Fire fighters should be countersigned by your Fire Chief).

RULES GOVERNING ONLINE ACCESS ACCOUNTS

In order to provide optimal usability the online Fire incident and Burn Injury information application has been written to leverage the strengths
inherent in the Internet Explorer Browser. In order to access this application, you must use Internet Explorer 5.5 or newer, and have framing and
javascript enabled. This application will not work without this minimum configuration. Accounts are granted subject to the following:

@® |n order to ensure current access information, all accounts must be renewed annually in writing.

The user must change their password when they first log on, and every three months or be denied access.

Passwords must be a minimum of eight(8) characters long, and must include at least one letter and one humber or symbol.

Sessions may time out after 20 minutes of inactivity, requiring the user to log back in with Username and Password.

Accounts will be locked after three invalid login attempts.

The user must log into the database at minimum once every 90 days or their account will be locked.

Accounts may be disabled for security or maintenance reasons at any time at the discretion of OFPC Staff

If an account is locked, contact the Office of Fire Prevention and Control at (518) 474-6746. The user will be required to confirm their
identity using the security questions provided on their application.

The user will be required to provide the security information they submitted with their application for all access to their user
accounts, including changing passwords, as well as user information.



