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I. Introduction 

 

The New York State Division of Homeland Security & Emergency Services (DHSES) is 

soliciting applications from eligible entities through a competitive application process 

aimed at improving cybersecurity posture through providing Multi-Factor Authentication 

(MFA) hard tokens to successful entities in a shared services model.  Funding for this 

initiative is made through the Combined FY2022 and FY2023 State and Local 

Cybersecurity Grant Program (Combined FY2022 and FY2023 SLCGP) which is a 

federal grant program that is jointly administered by the Federal Emergency 

Management Agency (FEMA) and the federal Cybersecurity and Infrastructure Security 

Agency (CISA) and is aimed at strengthening cybersecurity practices and the resilience 

of state, local, and territorial (SLT) governments.  Each state and territory received a 

funding allocation as determined by the statutory formula and 80% of total state 

allocations must support local governments, of which 25% of the 80% must support rural 

areas/jurisdictions. Through this opportunity there is $4,648,484 in available local-share 

funding for FY2022 and $9,271,115 for FY2023 to support the delivery of Multi-Factor 

Authentication (MFA) hard tokens for eligible entities.  DHSES as the State 

Administrative Agency (SAA) is responsible for the allocation and administration of these 

program funds in accordance with the Program Requirements.   

 

The safe and secure functioning of our economy, critical infrastructure, and government 

services depends on our ability to protect digital infrastructure and sensitive information. 

However, as global cyberattacks increase in both frequency and sophistication, fueled in 

part by the professionalization of the global cybercrime industry, we must raise the bar 

for what is necessary to successfully defend systems and networks.  Cybersecurity 

attacks remain one of the most critical threats to our residents, business and 

infrastructure. New York State remains committed to mitigating these threats through 

policy, educational resources, and financial resources aimed at protecting our 

communities.  

 

New York State has worked continuously to enhance preparedness measures for state 

networks, make best practices and other resources publicly available to state and local 

https://www.fema.gov/grants/preparedness/state-local-cybersecurity-grant-program
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entities, and invest in programs that provide services to local governments to help them 

improve their own preparedness.  These efforts have included a continuous engagement 

of cybersecurity subject-matter experts and stakeholders through various outreach to 

include in-person and web-based meetings, the release of interest surveys, and the 

establishment of the New York State Cybersecurity Planning Committee.  Following on 

the development of the New York State Cybersecurity Strategy in 2023 to guide 

statewide cyber priorities and activities, New York State released the Statewide 

Cybersecurity Grant Plan to set forth initiatives to reduce cyber risk and build cyber 

resiliency in New York’s state and local government entities. In addition, the policies, 

standards, and best practices published by the Office of Information Technology 

Services further aid in meeting the needs of our information technology and 

cybersecurity stakeholders. 

 

II. Eligibility and Program Requirements 

 

All New York State local government entities are eligible to apply for the Combined FY2022 

and FY2023 SLCGP for cybersecurity shared services.  This includes the following criteria: 

 

“Local government” entity is defined in 6 U.S.C. § 101(13) as: 

 

(1) A county, municipality, city, town, township, local public authority, school district, 

special district, intrastate district, council of governments, regional or interstate 

government entity, or agency or instrumentality of a local government; 

(2)  An Indigenous tribe or authorized tribal organization, or in Alaska a Native 

village or Alaska Regional Native Corporation; and 

(3)  A rural community, unincorporated town or village, or other public entity. 

 

Applicants who do not meet the above established criteria, will be disqualified and not 

considered for the shared service offering.  Please note:  Nonprofit organizations, 

private institutions of higher education, and private/nonpublic K-12 schools are NOT 

eligible for this program. 

 

https://www.governor.ny.gov/sites/default/files/2023-08/2023-NewYork-CybersecurityStrategy.pdf
https://www.dhses.ny.gov/system/files/documents/2024/02/2023-nycybersecuritygrantplan_0.pdf
https://www.dhses.ny.gov/system/files/documents/2024/02/2023-nycybersecuritygrantplan_0.pdf
https://its.ny.gov/policies
https://its.ny.gov/policies
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In addition, all interested applicants must also complete the FY2022 and FY2023 Local 

Consent Agreements for services provided with the understanding that the application 

submitted is competitive and that there are no guarantees of receiving the service.  The 

agreements are included with the application materials and must be electronically signed 

by an authorized representative of the entity that is applying for services.  The agreements 

must be e-mailed to Grant.Info@dhses.ny.gov by the application deadline of November 

19, 2025, by 5:00 pm.   

 

III. Program Objectives 

 

A. Understand New York’s Cybersecurity Posture:  Efforts have been made to 

help to understand the vulnerabilities that New York State information systems 

possess through various mechanisms of data collection. However, there is still 

much to do in this area as the complexity of the systems have evolved and the 

technology is ever-changing, opening systems up to the potential for attacks.  The 

Combined FY2022 and FY2023 SLCGP funding will be utilized to help understand 

commonalities to potential threats and collect relevant information that will help to 

inform future policy decisions on cybersecurity.  Support for system upgrades 

through the deployment of Multi-Factor Authentication tokens will address a 

foundational and common vulnerability that has been identified.    

 

B. Enhance the Resilience of State and Local Government Technical 

Environments:  Building capacity for resilience in technical environments is a key 

component to ensuring that a jurisdiction can endure a breach of their information 

systems and recover in a timely fashion to reduce extensive disruption to their 

ability to provide services to the public and conduct integral business functions.  

The Combined FY2022 and FY2023 SLCGP projects will help to increase 

fundamental cybersecurity practices by deploying MFA hard tokens to successful 

entities.  Per Article 19-c of the General Municipal Law, all New York State 

municipal corporations and public authorities must report cyber incidents and 

ransom payments to DHSES through the online portal at 

mailto:Grant.Info@dhses.ny.gov
http://public.leginfo.state.ny.us/lawssrch.cgi?NVLWO:=SITECHGNO=&SITEBFPAGE=&SEATYPE=AQUA&QLAWDATA=%40SLGMU0A19-C&DOCLAW=GMU&DOCID=&LIST=LAW&hwebpage=LAWS
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https://www.dhses.ny.gov/cybersecurity-incident-and-ransom-payment-reporting. 

Additionally, applicants are encouraged to take advantage of DHSES Cyber 

Incident Response Team (CIRT) proactive and reactive services.  Cyber incident 

assistance is available by calling cyber at 1-844-OCT-CIRT and cyber services 

are available by emailing CIRT@dhses.ny.gov.  In further support of this 

objective, all successful applicants will be required to enroll in CISA’s Cyber 

Hygiene (CyHy) service.  These services are at no cost to entities and are 

designed to help secure internet-facing systems from weak configurations and 

known vulnerabilities.  More information on how to request free cyber resources 

can be found by visiting the following link:  https://www.cisa.gov/resources-

tools/resources/free-cybersecurity-services-and-tools.  Please note that is highly 

encouraged that interested applicants take advantage of this free service with the 

understanding that it will be a requirement to receive services through the 

Combined FY2022 and FY2023 SLCGP, if the entity’s application is successful. 

 

C. Promote a Culture of Cyber Awareness:  Multi-Factor Authentication is one of 

the foundational best practices to strengthen cybersecurity and helps to promote a 

culture of cyber awareness for entities.  This preventative measure will serve as 

the front-line defense against nefarious and unauthorized actors accessing the 

entity’s critical data and information systems.  The Combined FY2022 and 

FY2023 SLCGP projects will directly address this critical element of cybersecurity. 

 

IV.  Shared Service Offering   

 

In support of program objectives outlined and based on feedback and data collected 

through various outreach opportunities, NYS DHSES in collaboration with the statewide 

Cybersecurity Planning Committee has determined that deploying secure Multi-Factor 

Authentication (MFA) to essential systems is the primary need for entities to advance their 

cybersecurity maturity.  This foundational best practice is the cornerstone of ensuring that 

information systems are appropriately secured, and the integrity of end-users is preserved.  

MFA is a method to authenticate a user that requires them to provide two or more 

https://www.dhses.ny.gov/cybersecurity-incident-and-ransom-payment-reporting
mailto:CIRT@dhses.ny.gov
https://www.cisa.gov/resources-tools/resources/free-cybersecurity-services-and-tools
https://www.cisa.gov/resources-tools/resources/free-cybersecurity-services-and-tools
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verification factors in order to gain access to a resource.  NYS will provide hardware tokens 

and deployment guidance that eligible entities can use to implement MFA in their 

technology environments. Please note that there will be no direct allocations to the 

successful applicants in terms of monetary compensation, but rather, a one-time 

distribution of hardware authentication tokens will be provided through a selected vendor 

coordinated by New York State.  The successful applicants will be responsible for ensuring 

that all appropriate reporting requirements are met, if awarded.   

 

As an application requirement, a Local Consent Agreement must be signed by the 

prospective applicant for each fiscal year.  The agreement is included with the application 

materials that are posted on the DHSES website (https://www.dhses.ny.gov/federal-

programs) and must be electronically signed by an authorized representative of the entity 

that is applying for services.  Please ensure that you provide your electronic signature on 

both the FY2022 and FY2023 agreements. The agreements with signatures must be e-

mailed to Grant.Info@dhses.ny.gov by the application deadline of November 19, 2025, by 

5:00 pm.  If the applicant is successful, it is important to note that an agreement with the 

New York State Office of Information Technology Services (OITS) will be required to be 

executed prior to receiving the MFA hard tokens. All the requirements and conditions 

outlined in the agreement must be complied with. 

 

V.  Application Format and Content 

 

A. Application Format:  Grant applications will be collected through Microsoft Forms. 

It is crucial that all the questions are answered in their entirety as once you select 

“submit” on the form, the application submission will be final. The link to the 

application and all associated materials are posted on the DHSES website at:  

https://www.dhses.ny.gov/federal-programs.     

 

o IMPORTANT REMINDER:  Please note that you may only submit ONE 

application per eligible entity.  If more than one application is submitted for the 

https://www.dhses.ny.gov/federal-programs
https://www.dhses.ny.gov/federal-programs
mailto:Grant.Info@dhses.ny.gov
https://www.dhses.ny.gov/federal-programs
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same entity, all applications will automatically be disqualified from 

consideration.   

 

B. Required Application Content:  Please note that there is a limited amount of 

funding available through these program funds, so not all eligible applicants will be 

provided with shared services.  Given this fact, please be sure to answer the 

questions available in the Application Form in their entirety and be as specific as 

possible as decisions will be based on the responses provided.  Failure to answer 

all the required questions will lead to a reduction in your score for the section being 

reviewed and could lead to an unfavorable overall score by the review panel. 

 

1. General Questions:  The questions in this section are designed to collect basic 

demographics of the applicant to help inform eligibility and understand the 

information systems and affected personnel.  

 

a. Name of Entity:  Please ensure that you provide the full legal name of your 

entity that is applying for shared services.  For example, if you are applying 

on behalf of a part of an overarching agency, please be sure that you specify 

the actual unit, district and/or section for which you are requesting shared 

services and that all data that you provide in the application is relevant to 

the information system that supports the end-users within that set system.   

b. Type of Entity:  This question is aimed at capturing the demographics of 

the entity that is applying to ensure it is eligible to apply.  If you do not see 

your type of entity on the list, then you are not eligible for these shared 

services. 

c. Rural Designation:    A rural area is defined in 49 U.S.C. § 5302 as an 

area encompassing a population of less than 50,000 people that has not 

been designated in the most recent decennial census as an “urbanized 

area” by the Secretary of Commerce.  Those that are designated rural will 

automatically be given fifteen (15) points.  Validation of the rural designation 

will be conducted by NYS DHSES. 
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d. Number of Employees:  To the best of your ability, please provide the 

number of employees within the entity that is applying.  This includes both 

full-time and part-time personnel as well as contractors who have access to 

the entity's information system/network.  In addition, please provide the 

number of employees and/or contractors that are responsible for the 

information technology environment of the entity and how many of those 

employees and/or contractors are dedicated to only cybersecurity.   

e. Point of Contact Information:  Please identify a point of contact for your 

entity for the application.  This does not have to be a technical contact. 

 

2. Multi-Factor Authentication (MFA):  As you answer these questions, please 

ensure that you are focusing on the current information systems and personnel 

you are requesting shared services to support.  Please be as detailed as possible 

in your responses as this information will be reviewed and scored accordingly.   

 

a. MFA Deployment:  Please indicate as to whether or not your entity 

currently has MFA deployed on at least one system.  If you do currently 

have MFA, please explain as to why MFA has not been deployed.  If MFA 

is deployed, please articulate the type of MFA and the service provider for 

that service.  Even if you do not currently have MFA in place, please ensure 

that you provide the estimate of how many users within the entity would 

need to be covered by MFA and include any additional details in the space 

provided to help explain the entity’s risk as it relates to cybersecurity.  

Finally, please articulate how important MFA hard tokens would be in 

securing your information systems. 

 

i. NOTE: MFA should be deployed to secure all accounts and devices 

on your network where feasible, and at a minimum should be 

required for authentication to email and remote access services.  In 

most instances, the number of hardware authentication tokens 

needed by the entity will be roughly equal to the number of 

technology users within the entity (employees plus contractors).  An 
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individual user needs only one hardware token, and a single 

hardware token can be used to protect multiple accounts for one user 

(e.g. email, remote access, and applications). 

 

3. Risk Profile and Threat Information:  The questions in this section are related to 

understanding the entity's current IT infrastructure and systems to include the 

organizational structure as well as any risk management and mitigation strategies 

for handling potential data breaches. This section will not be scored per se, 

however, it is advised that all questions be completed to the best of your ability.  

This information is important in articulating your entity’s overall risk profile as it 

relates to cybersecurity and will aid the State in determining future initiatives.   

 

VI. Application Evaluation Criteria  

 

The following multi-tiered criteria will be used by DHSES to evaluate each application and 

to determine grant awards.  DHSES will select a multi-agency review panel to evaluate 

applications.  All determinations for shared services are approved by the Commissioner of 

DHSES. 

 

A.  Tier 1 Criteria:   

 

Tier 1 criteria are rated either “yes” or “no” and serve as a baseline review by DHSES to 

determine if applicants are eligible and have appropriately submitted all of the required 

application materials prior to review by the multi-agency review committee.  If any of the 

answers are “no”, the application is immediately disqualified without further review or 

consideration for an award.   

 

1. Is the applicant eligible to apply?   

2. Was the application submitted on time? 

3. Is the application complete?  

4. Did the applicant sign both pages (FY2022 and FY2023) of the Local Consent 

Agreement and send it to Grant.Info@dhses.ny.gov? 

mailto:Grant.Info@dhses.ny.gov
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B.  Tier 2 Criteria:   

 

Applications meeting the Tier 1 review set forth above will be reviewed and evaluated 

using the criteria specified below.  Scores per criterion will be totaled to establish a ranked 

list of eligible applications for consideration for shared services.   

 

 

Scoring Criteria Scoring Range 

Applicant Description Not Scored 

Entity Users and Staffing 0-20 points 

Population (Rural/Nonrural Designation) 0 or 15 points 

Multi-Factor Authentication 0-50 points 

Risk Profile and Threat Information Not Scored  

Total 85 Points Maximum 

 

Applications receiving the highest average score based upon panel review will be selected 

for recommendation to the Commissioner of DHSES for selected shared services. The 

total scores will be averaged and ranked in order from highest to lowest.  The State 

reserves the right, for the purpose of ensuring the completeness and comparability of 

proposals, to analyze submissions and make adjustments or normalize submissions in the 

proposals, including the applicant’s technical assumptions, or to apply such other 

methods, as it deems necessary to make comparisons.    The State reserves the right, at 

its discretion, to make amendments and/or alter requests based on any new information 

discovered that would have originally affected the scoring or to not award funding to any 

application with a final average score of 30 or less.   

 

VII. Required Submissions 

 

A.   Requirements:     

□  Completed application submitted by the application deadline:  November 19, 

2025, by 5:00 pm. 
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□  Signed Local Consent Agreements e-mailed to Grant.Info@dhses.ny.gov by the 

application deadline:  November 19, 2025, by 5:00 pm. 

 

VIII. Timeline 

 

DHSES must receive completed grant applications by 5:00 p.m. on November 19, 2025.  

Applications received after the due date and time will not be considered.  

 

Grant applicants can expect to be notified of decisions in early 2026. 

 

IX. Approval and Notification of Shared Services 

 

The Commissioner of DHSES will provide oversight of the application review process.  The 

Commissioner will announce the final decisions based on the review panel’s rating of 

applications and recommendations.  Nothing herein requires or prohibits DHSES to 

approve shared services for any one applicant, certain applicants, all applicants or no 

applicants.  If the entity is approved for shared services, the applicant will be required to 

provide additional agreements to ensure compliance with grant terms and reporting 

requirements.  This process will be coordinated with the NYS Office of Information 

Technology Services (OITS).  Additionally, the applicant will be required to enroll in CISA’s 

Cyber Hygiene (CyHy) service.  Details with regards to the enrollment process are 

available at the following link: https://www.cisa.gov/resources-tools/resources/free-

cybersecurity-services-and-tools. 

 

X. Questions 

 

Questions regarding this grant opportunity should be directed to the following email 

address: Grant.Info@dhses.ny.gov.  To the degree possible, each inquiry should cite the 

RFA section and paragraph to which it refers.  Written questions will be accepted until 

12:00 noon on November 12, 2025.   

 

mailto:Grant.Info@dhses.ny.gov
https://www.cisa.gov/resources-tools/resources/free-cybersecurity-services-and-tools
https://www.cisa.gov/resources-tools/resources/free-cybersecurity-services-and-tools
mailto:Grant.Info@dhses.ny.gov
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Updates and frequently asked questions will be posted on the NYS Division of Homeland 

Security and Emergency Services (DHSES) website: https://www.dhses.ny.gov/federal-

programs.  Please check the website frequently for updates. 

https://www.dhses.ny.gov/federal-programs
https://www.dhses.ny.gov/federal-programs

